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Abstract: 
The field of digital forensics known as computer forensics deals with crimes performed on 
networks, computers, and digital storage media from companies like Apple (iCloud), Amazon 
(Amazon Web Service), Dropbox, Google, etc. It refers to a collection of methodical steps and 
techniques used to locate, collect, preserve, extract, interpret, document, and present evidence 
from computing equipment in a way that makes it admissible during a court case or other 
legal or administrative activity. Cybercrimes are occurring as a result of the increased use of 
technology in daily life. In the business world, fraud involving cloud computing is on the rise 
(gaining access to someone's storage systems, stealing log files, data sheets, account theft, 
data breach, data loss, etc.). When it comes to cloud-based mobile applications, the activities 
that are conducted are not only kept on the device, but also in a distant cloud. So, using 
forensically sound methodology is crucial to obtaining all of the evidence from the Cloud and 
the smart phone. The vast majority of people are unaware of how to protect their digital 
storage. This paper discusses importance of cloud forensics, collection and examination of 
the cloud data through UFED Cloud Analyzer.  
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Introduction 
 
The use of Google Drives or cloud storage (for the 
storing of huge files, data, log files, etc.) has also 
grown over time. Social networking has evolved 
primarily over the years into a new type of online 
communication. In order to provide quicker 
innovation, adaptable resources, and scale economies, 
cloud computing, in its simplest form, is the supply of 
computing services via the Internet ("the cloud"), 
encompassing servers, storage, databases, networking, 
software, analytics, and intelligence 
(www.azure.microsoft.com).  

Apple (iCloud), Amazon (Amazon Web Service), 
Dropbox, and Google are some of the most well-
known providers of cloud storage. Data breaches 
caused by inadequate security procedures are a major 
cloud security issue. Companies must ensure that the 
online storage service they choose ensures total 
protection against data leaks and unauthorized access 
(www.scaler.com).  

Investigations that are concentrated on crimes that 
primarily involve the cloud are referred to as cloud 
forensics. This can involve identity theft or data 
breaches (www.appdirect.com).To protect personal 
data, smart phones save forensic evidence on cloud 
storage services. The virtual memory-stored 
information for the application used to access a cloud 
computing system will be lost if a user leaves the cloud 
environment. In the cloud context, it makes the 
evidence extraction process more difficult.  

To obtain the evidence, the forensic investigator looks 
at a number of potential cloud sites, including the 
hardware, network, hypervisor, virtual machines, and 
hosts OS. Three pieces of information, including log 
purpose in terms of justification, log technique in 
terms of use, and log time in terms of session ID and 
timestamp information, are the focus of gathering log 
information from the cloud (Sharma et al., 2020).  

A developed cloud forensic process paradigm called 
Forensic Process as a Service (FPaaS) is built on the 
cloud-based Business Process Execution Language 
(BPEL). To help the dynamics and reconstruction of 
the evidence, the systematic digital forensic 
investigation model focuses on the investigation of 
computer fraud and cybercrime (Eleyan and Eleyan, 
2015). 

 

Figure No. 1: Prevention steps against cloud 
computing threats (www.oracle.com) 

 
 

Figure No. 2: Cloud Forensic Process 
 
UFED Cloud Analyzer for Cloud Data Extraction 

An advanced tool for cloud data extraction is the 
UFED Cloud Analyzer. Instantaneous extraction, 
preservation, and analysis of stored files, other 
content, and private social media profiles are all made 
possible by the device. The UFED Cloud Analyzer's 
greatest advantage is that it not only gathers data from 
the cloud but also organizes and categorizes it in the 
most understandable manner for forensic 
investigations (www.detective-store.com). The 
features of UFED Cloud Analyzer: 

• Mobile-based extraction 
• Username-based extraction  
• Forensic Data Preservation 
• Visualize data in a unified format 
• Extensive cloud-based data sources 
 
The steps, which need to be taken during UFED Cloud 
Analyzer investigations: 
 
• Extract 
• Access  
• Analyze  
• Share 
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Objective 
 
• To extract the data from iCloud Storage.  
• To analyze the cloud storage using UFED Cloud 

Analyzer. 
• To examine the accessibility of extracted cloud 

storage data. 
 
Methodology 
 
In this study, iPhone7 was taken as an exhibit. The 
objective is to extract and recover data from the iCloud 
storage through UFED Cloud Analyzer and to 
examine and analyze the data which was recovered. 
The below process depicts what all steps are done. 
 
Details of Exhibit: 
 
Device name : iPhone  
Model name  : iPhone7  
 
• The phone was connected through UFED to the 

system and then a full-content backup is extracted 
in UFDR format. After the extraction process is 
completed, the UFDR report is transferred to 
Cloud Analyzer. To extract iCloud data “Private 
cloud data” has to be selected because, iCloud 
comes under a private digital storage platform. 
Some examples of private digital storage 
platforms are AWS, Cisco, IBM, etc. 

 

 
 
Figure No. 3: Showing selection of Private Cloud 

Data 
 
• The necessary details are needed to be filled, path 

has to be given in which folder the report will get 
stored and mainly the date time stand has to be 
selected; like from which particular date the data 
or applications accessed by the suspect. 

 

 
 

Figure No. 4: Filling the Case Details 
 
• After selection of all the important details the 

application has to validate the process after which 
the extraction will start. 

 

 
 
Figure No. 5: The above process shows the Cloud 

Data Extraction process 
 
• After the data is recovered and extracted, the next 

step is to analyze and examine the data obtained, 
sometimes, the cloud backup file might not be in 
a readable form, so in that case, the backup file 
has to be converted into readable form via FTK 
Imager. 

 
 

 
 

Figure No. 6: Shows the create date of a specific 
application 

 
Results and Discussion 
 
The cloud data was obtained and examined. The 
accessed, modified and created dates were studied in 
order to check the step wise accessibility of the data 
stored on the iCloud. Once the iCloud data was 
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analyzed and segregated by the cloud analyzer, its 
login activity was studied. The date at which it was 
first installed was obtained similarly, the frequency at 
which it is being accessed could be determined. The 
complete logs of the iCloud data are crucial to for the 
security of a user. Along with the login information, 
the network details at which the cloud application has 
been connected to at different time periods can also be 
examined through the obtained report. Each 
information obtained in the report is crucial to be 
studied as can provide complete details of the storage 
application. Other than the above method, there can be 
an alternative way of doing the cloud data recover 
which is through Mobiledit Forensic Express if the 
report exported in UFDR format.  
 
Such type of data which comprises of the entire 
information regarding the accessibility of the cloud 
storage applications could be highly beneficial in the 
forensic investigations, as it can easily determine the 
login activity at the time of data breach. However, the 
cost and time involved in extracting data, as well as the 
accuracy of the data, are major obstacles. The 
correctness of the data depends on the quality of the 
data source, which can be an expensive and time-
consuming procedure. Along with the extraction, the 
process of gathering evidence is challenging in the 
cloud environment due to the transitory nature of cloud 
computing and the physical inaccessibility of 
evidentiary artefacts. 
 
 

 
 

Conclusion 
 
Cloud computing is a hands on technology that has 
been serving all kinds of businesses and day to day life 
processes, which is a shared platform of different 
resources such as data storage, user applications, etc. 
However, with increasing demand and activity of 
cloud computing, its limitations have also been 
projecting in our lives such as data breach and 
unknown user activity. This paper resolves such 
problems where information regarding the user 
activity on the cloud application and its data 
accessibility can be obtained. UFED analyzer is vital 
tool which helps in recovering and extracting the cloud 
data which can be further analyzed and the obtained 
data can final be examined to study the logs provided. 
But this also comes along with the challenges which 
needs to be kept in mind before performing such 
processes. This research carries a lot of information in 
the cyber forensics as it can reveal information with 
respect to the entire user activity. 
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